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1.What is OPC?

OPC /& OLE for Process Control [1#E%5 - BA# 8% » OPC /& Ffak
fl} COM/DCOM il 5 Bt ZERIR e - ik OPC Specification &
#5 > OPC is "a standard mechanism for communicating to numerous data
sources, either devices on the factory floor, or a database in a control room."
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2.How does OPC work?
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3. OPC Server ZHf#
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4. MEGAsys OPC Server and OPC Client

OPC Platform Server to Platform
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5) Install KEPServerEX as OPC Client and testing

1) Install KEPServerEX Client side for Emulation OPC Client use.

Kepware Setup Utility - KEPServerEx

Kepware OPC Products:
(= g KEPServerEy
U-CONServer H 2 Drivers
you to quickly and
velop communications
r Ethernet devi P =
& Erample Source Code
1 g Specifications (For use with Wisual Basic)
RedundancyMaster 7 Select &l Full Installation)

(L]

allowing multiple Ol

tobe confi d into H
it 0|_1Iy Selec_:t OPC Quick
Client for install

Link

Being a "server” and a "dient”
application, allows it to access,
collect, organize, and link data
from multiple OPC servers.

www.kepware Lom

Cancel




2) After install completed and execute the KEPServerEX OPC Quick

Client

. __

R il K

R @ Microsoft Yisual Web Developer 2005 Express Edition [@ Infragistics

o [@ VB OPC Server 3 [@ Teamiewer 5
@ Ukravnic v | visiowave
[@ TAPIE=.com k [@ PureSync
IF) Microsoft SQL Server 2008 v || ) EEHE
I/ ovR Client v || 1) Real Alernative
- . T -

3) Show as follows:

[@ Examples 3
@ Help Documentation  »
@ Specifications 3

I Utiities ’

% Diata Exchange Clisnk

BT KEPServerEx

2« OPC Quick Client - A i Z 2= R M1
File Edit View Tools Help
0@ Mok e | § BB X

Ttem ID [ Data Type | value [ Timestamp | Quality | Update Count |
Date Time Event

Ready

Tkern Count: O /ﬂ

4) Make Connect to MEGAsysOPC server

[a]
|

(1]

Server Properties

\ Item 1D Genera |
;B8 Remate Machine

Connect Microsoft Teminal Services
* Mictosolt Windews Network

ETWORKGROUP

[a]

Prog ID: lKEF’waIE.KEF’SENEIExV-Q

Remote Maching Mame: |

Connection Type: © InProc " Local

& by

| Timestamp | Quality | Update Count |

Date | Tirne: | Event

K I Cancel

Help

Ready

{TtemCountin
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OPC Quick Client - i

oo o B B X

Dl Server Properties %]
| [z MKSIU_NOTEBOOK\MEGAsys OPC Server | Iter ID Timestary ualt
=2 Genard |
A Miciosot Terminal Services 1
7 Miciosaft Windaws etwork, :
&k ETWORKGROUP
¢ [ ALBERT-DESKTOP
B EVERTECH-4556C5 S
&), FAXSERVER
8 MKSIU_NOTEBOOK
Select the MEGAsys OPC Server
Prag ID: |MEGhsys OPC Server |
Flemote Machine Name:  [MKSIU_NOTEBDOK
Connection Type: © [nPras £ Lacal = dny
Date | Time | Event
& zo10/07j23 1:07:36 PM Failed ta connect ta | oK " B | Help
Ready Item Count: 07
%< OPC Quick Client - R i 5=/ * ek
Fle Edt view Tools Help
D oe e ¥ B2 X
[--:ﬂ’MEEAiyi OPC Server Ttem ID [ Data Type | vaue | Timestamp | Qualty | Update Count |
Server connected secussful
Date: Tirne | Event |
2010/07j73 107,38 M Failed to connect to sefver MEGAsys OPC Server' (HR = B0070005),
2010/07/23 1:10:20 PM Connected to server 'MEGASVS OPC Server',
Ready em Count: 07|

6) Make a OPC Connect OPC GROUP NAME for item connection

e OPC Quick Client - 5 i 4 £= 58 *

File Edit View Tools Help

& E bBE X

D&l o
—H MG

Trem 1D [ Data Type [ value

Group Properties

Discarnect

Reconnect
Get Ervor String...

Enumerake Groups...
Get Group By Mame...

Auta Create Tag

t Right click under MEGAsys OPC Server
and select New Group for item link

General |

Name
Update Rate (ms.}:
Time Bias {min.}

Percent Deadband.

Create a new group

= = Language [0 [
Copy e Update Notication: | 0PC 30 +| W active state
Delete 5 | —
Properties. ..
Date | Time | Event : _ | ID—K" T
@ z010/07/23 1:07:38 FM Falled to connect ko server MEGASys OPC Server’ (HR = B0070005),
€ oo10/07/23 1:10:20 PM Connected ko server MEGASys OPC Server',

{Ttem Count: 0




7) Connect with OPC ITEM

% OPC Quick Chient - SE S0 ~ Add ltems ﬁ ]@
Fie Edt View Taols Help
= : - ~Item Propet i3
Dl o ade® dBEX |
=+ MEGAsys OPL Server Ttem ID D e | Walue fircasE Al ! _‘! L‘ Cancel | |
LOG} |-New1t'emm | = ltern ID: [Alamiog ) | e Help
Clone Group DataType: | Native ¥
Asynchronous 2,0 Cache Refresh Aictive 72
Asynchranaus 2,0 Device Refresh
Brawsing
Export C5V... Branch Fille LeafFiter  Tope: Beccess
Tnpart C3V... - F [t Elioo =l
Qut Qrlex &2 MEGAsys OFC Server L 5 Alaimlog =
Copy Ctri+c Rl =
e S @ DI0001
Delete Del @2 0:0002
Propertiss... @ DI:0003
5 M- N0nd.
—I < i
Date | Tims | Event [ i Sl e o soleatar b ek Addd Leaves
& zo10/07/23 L0735 PN Falled ko cannect to server MEGAsys OPC Servel
@ en10/07/23 1:10:20 PM Connected ta server 'MEGAsys OPC Server',
@ zoio/7i2 L1524 P Added group LOG ke MEGASYS OPC Server's | [y b botore St o the ot et
Create a new item remount 0 )
‘e OPC Quick Client - R iy 288 * g@
Fie Edt Wiew Taok Help
D& H o e o (7] B8 X
=1 MEGAsys OPC Server Len D [ Datatvpe [ valie BT ount
4 106 |_ e Good
1
Log Item was link
Date Time | Event o]
@ 20100723 1:10:20 PM Connected to server 'MEGAsys OPC Server', o
@ z010/07/23 1:15:24 P11 Added group 'LOG' ta MEGASYs OPC Server'
O 2010007/ 1:22:22PM Added 1 items o aroun LG 2
Ready Item Count: 1 7|

9) Test it form MEGAsys OPC server

5 MEGAsys Security Management System.- Ver 4.00 v32 (Big5) - SERVER

Ea

B HE 28%%
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MEGAsys fire a alarm

BESEL) | S REETEHRAE

B o romis | QPrnsnis | [B|ove aans | o Brasms | ghy BEsuss | (@) sszema |

E [ [132a33 2010/07723

ERER

BETHFESE &

0002 R &SHH : test2 zone

.



10) OPC Client will received the alarm message from MEGASsys server

%= OPC Quick Client - R 1= *

File Edit Yiew Tools Help

DEE o e @ %8B0 X

=I- 5] MEGAsys OPC Server
106

eSS

Alarm signal reveived by the OPC Client

Date: Timne

@ 201000723 1:10:20 PM
@ z010j07i23 1:15:24 PM
@ 201000723 1:22:22 M

Ready

Event
Connected to server MEGAsYs OFC Server',
added group LOG' to MEGASys OPC Server'.
Added 1 ikers to group 1O,

Ttem Courk: 1

6) OPC ITEM name with MEGASsys

1) Alarm Input point

Size:
Name:

Points start from 0001 to 2048 (Max/Server)

DI:0001
DI1:0002

DI:2048

Direction: From OPC MEGAsys Server and to MEGAsys OPC server

2) Control Output Point
Points start from 0001 to 2048 zones for server

Size:
Name:

DO:0001
DO:0002

DO:2048

Direction: Form OPC server and to OPC Server (Input/Output)

3) System Log
Event log: All MEGASys system event log

Name:

Eventlog

Alarm log:All MEGASsys system alarm log

Name:

Alarmlog

Direction:Form OPC Server (Input)




4) System Macro Control
Direct Macro control to MEGAsys Server
Name: MACRO
Direction: To MEGAsys OPC Server (Output)

Name: MacroCtrl
Direction: To MEGAsys OPC Server
Control: On/Off switch the macro execute

5) CCTV Control
Camera: Switch Camera for Matrix CCTV Control
Name: Camera
Size: 1 to 640 (Max/Server)
Direction: To OPC Server (Output)

Monitor: Switch Control for Monitor Matrix CCTV Control
Name: Monitor

Size: 1 to 160 (Max/Server)

Direction: To OPC Server (Output)

DVR: DVR status message

Name: DVR

Size: 1 -100 (Max/Server)

Direction: From MEGAsys OPC Server (Input)

6) Access Control System door control
Name: Door:0001
Door:0002
Door:0480 (Max/Server)
Size: 1-480 (Max/Server)
Direction: Form MEGAsys OPC Server and to MEGAsys OPC server
Command:On/Off (Door Open/Door Close)



7) MEGAsys OPC Server Control Test

%< OPC Quick Client - megasys.otc

[B0][=1]5%

File Edt View Tools Help

DS e e &b BRX

Perform a synchranaus writs on the selected items

=+ EVERTECH-4558CEIMEGASYs OPC Server Item [0 [ Data Type | value [ Timestamp Quality | Update Count:
Ercer Citacra String L 2520114:000  Good 2 |
@Macroctl  Sting on | NewItem. Z320:14000 Good 2
W LoG Set Active
& MACRO Set Inactive
Synchronous Cache Reard
Synchronous Device Read
Synchronous Wite. .
Asynehronous 2.0 Read
Asynehronous 2.0 Write. .
cut il
Copy Chrl+C
Delete Del
5 oot Properties... =
010707 Added group 'LOG' to MEGAsys OPC Server'.
010707 Added 2 items ko group 'LOG".
010707 added group 'CCTY ko 'MEGAsys OPC Server'
010707 Added 2 items to graup ‘CCTY,
010/07 3:19:31 PM Added group MACRO' ko 'MEGAsys OPC Srver',
010/07 1 PM Added 2 items to graup 'MACRO',
010/07/, 3:Z0:14 PM Synchronous write succeeded for 1 items on group MACRG',

Ttem Count; 45 /)

1) Select the MACRO item from OPC client, and right click select sync

write.

2o e 5
O @ | & BB X
=1+ EVERTECH-45BECE\MEGAsys OPC Server Ttem ID | Data Type | vale [ Timestamp | Quality | Update Count_|
Ecemy Macra String DVR{210.3.53.27~4} 2320114000 Good A
o DMacroctd  String an 232004000 Good 2
@oo
@ Loc T =
Mo Synchronous Write
-
ltem D | Current alue | white Value

DVR{210.353274}

010/07/ 311931 PM
010,07/ 3i1%3LPH
010/07 311931 PM
010,07/ 3:19:3L M

O a00j07j23 3i19:3L PM
010/07/ 311931 PM Added
010/07/ 3i20:14 PH Synchre

DVALZ10353.27

Apply |
Cancel

Ready

2) Type your Macro command that

2

[1tem Court: 45

send to MEGAsys OPC server

S 2 | L

{BECollapse | BfiExpand | [ #E

- 1 SEREERENSNGESE |
APl

£ DVR Remote :210.3.53.27- 4
T WEALA 8 DAR GF BHE BE EBEE ecn DIRSHEDE
@roi Enance 2010/07/2315:34.25

18 S
« @ rsEnsse
B ENESNES
= FESOEE
B resnns
e ]
@ EEEEsE
& R
8 TAREREE
B ®m®zE
B BIFSTERE
b FEmmss
B xrEES
B TARHBARE
& TCP/PESRSALRIE
& VOICE MODEM

2010/07/23  TCPIP Server Listen Port : 4001
2010/07/23  Init ollex [nit:192.168.42.46:14001 for Reader Channel:004
2010/07/23 @ -
2010/07/23  CCS n on port-8080
15:01 2010/07/23  OPC.

*ﬂ B @%ﬁ;éﬁiiﬁ[-

| i)
Blrad

N |




Appendix A
Obtain MEGAsys OPC Server License

BF MEGAsys Security Management System.- Ver 4.00 ¥32 (Big5) - SERVER

IFEEPEr Y E LT L

44

e © B3 T3] @@

5 & -
ki e Copy the file and send it to MEGAsys to
|08 oemsEnraEs & igglﬁggmsmﬁﬁ Y rinswn| masem| ﬁmﬁm watchDog| Atkesoad|  Mobtain the license
@ EHERAIE 3) ) )
W SEHFNRE I File Name:OPC_Licence.
TE g maeaan S MEGASsys will send back OPC.id file
Braze L SR | Please copy back to c:\MEGAsys path
et ERERF License ‘c:\megasys\OPC_licence ' File Created!
: A
m S Please Send by Email to : admin@megasys com.hk
e -
H rz=enses ]
K EhEsn L 1 5) |
| l FasaEn 2) 3
G —_— ——
‘ ’Eﬁ&ﬁaﬁ i Host Request
& HagersE T
§ TNREEBEE
B &R3E
B BreSTERs }
e ®
& XFTEES = — ———— 11
B ERBARE |sBiaguestiont Hesnce )
& TCPIP] Server Name: Orily 30 mins for hee licence! W

& VOICE MODEM
amvcsame Y
% UL EXEEIT | RERGEE

W\lﬁ

2010707723 Server Listen Port - 4001
92.168.42.

2010/07/23 14001 for Reader Channel:004

2010/07/23
2010/07/23

E -I %
ez rasain @ﬂﬁsm it [-DVH s | _@ R II TEZEER
17| it i B |

After obtain the license, copy back “OPC.ID” to c:\MEGAsys path, and restart
the MEGAsys.
You will see OPC server enabled message display in event log.



Appendix B
Security Setup for OPC Server/Client

OPC technology relies on Microsoft's COM and DCOM to exchange data
between automation hardware and software; however it can be frustrating for
new users to configure DCOM properly. If you have ever been unable to
establish an OPC connection or transfer OPC data successfully, the
underlying issue is likely DCOM-related. This whitepaper discusses the steps
necessary to get DCOM working properly and securely.

A simple and effective strategy to establish reliable DCOM communication
involves the following steps:

1. Remove Windows Security

2. Setup mutual User Account recognition
3. Configure System-Wide DCOM settings
4. Configure Server Specific DCOM settings
5. Restore Windows Security

In addition, the whitepaper covers troubleshooting tips to identify common
OPC and DCOM problems, their symptoms, causes, and how to solve them.
This will help integrators set up reliable and secure OPC connections.

2 Windiws Finmeall

i H Gerenl
1. Remove Windows Security e asnticpndvnon

':E: ‘e PC iz not protecied: lun nn windovs Firewall
The first step to establish DCOM ficoun Famnal s protwct four ot i pervarting uninsbaited vrars
communication is to disable the p
. . . . '@ 3 0n [recommended]
Windows Firewall, which is turned Thie eaing bbeks allcuhaide poursaa e conmackinglo Wit
. . compiten, with the excepiinn ol thase sedeched on e Feeeplions kb

on by default in Windows XP
Service Pack 2 and later. The e

; ko abors, such &5 Siports. Wiow will rot be naotified when Wirdows
Firewall helps protect computers L T T T
from unauthorized access (usually u@ G faot reconmendedi
from viruses, worms, and people T
with malicious or negligent intents).
If the computer resides on a safe et o Ly | Faswal?
network, there is usually little [ Come |

potential for damage as long as the  image 1: Temporarily turn off the Windows

. . Firewall to allow remote access to the OPC
Firewall is turned off for a short Server computer.



period of time. Check with the Network Administrator to ensure it is safe to turn
off the Firewall temporarily. You will turn the Firewall back on in section 5, titled
“Restore Windows Security,” on page 7.

To turn off the Windows Firewall, follow the steps below:

a. Click on the Windows Start button, select the Control Panel, and finally click
on Windows Firewall.

b. In the General tab, select the “Off (not recommended)” radio button (refer to
Image 1).

2. Setup mutual User Account recognition

To enable both computers to properly recognize User Accounts, it is necessary
to ensure that User Accounts are recognized on both the OPC Client and
Server computers. This includes all the User Accounts that will require OPC
access.

2.1 Adding User Accounts

Ensure that both computers have access to the same User Name and
Password combinations. User Names and Passwords must match on all
computers that require OPC access. Note:

« A User Account must have a User Name and Password. It is not
possible to establish communication if a User Account does not have a
Password.

«  When using Windows Workgroups, each computer must have a
complete list of all User Accounts and Passwords.

« When using a single Windows Domain, User Accounts are properly
synchronized by the Domain controller.

«  When using multiple Windows Domains, you will either have to
establish a Trust between the Domains, or add a Local User Account to
the affected computers. (Refer to
http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/
deploy/dgbe_s ec_ztsn.mspx?mfr=true about establishing a Domain
Trust.)



2.2 Local Users Authenticate as Themselves

General | W | Ml Topes | O Pl

Fabdon wig

In Windows XP and Windows Vista, there is

another setting that you should modify. This Vol e e o B ok s,
is not necessary in Windows 2000 or earlier. Coosgpon ] [ BomarFoim
Simple File Sharing is always turned on in berreed stz

] Lsurschifolder wirciows in 8 nepaiste procest A

Windows XP Home Edition-based e
computers. By default, the Simple File 3 ot oo s st
Sharing user interface is turned on in ;E:&@w;:ﬁ%@
Windows XP Professional-based COMPULETS| £ ik o o e st i e
that are joined to a workgroup. Windows XP| A .
Professional-based computers that are (oo Pt |
joined to a domain use only the classic file (o ][ com |

sharing and security interface. Simple File Image 2: Turn off "Simple File Sharing™

. to enable Windows to Authenticatz
Sharing forces every remote user to User Accounts properly.
Authenticate as the Guest User Account. This will not enable you to establish
proper security. There are two ways to turn this option off. Either way will work.
| personally prefer the second method because there are more security options

that Windows exposes to me.
Method 1: Turning off Simple File Sharing

a. Double-click “My Computer” on the desktop.

b. On the Tools menu, click Folder Options.

c. Click the View tab, and then clear the "Use Simple File Sharing
(Recommended)" check box to turn off Simple File Sharing (refer to Image 2).

Method 2: Set Local Security Policies

+ Click on the Windows Start button, and then select Control Panel,
Administrative Tools, and Local Security Policy. If you can’t see
Administrative Tools in the Control Panel, simply select Classic View in
the Control Panel. As an alternative to all of this, click on the Windows
Start button; select the Run menu option, and type “secpol.msc”.

« Inthe tree control, navigate to Security Settings, Local Policies, and
finally select the Security Options folder (refer to Image 3).

« Find the “Network access: Sharing and security model for local
accounts” option and set it to “Classic — local users authenticate as
themselves”.
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Image 3: Appropriate OPC security for requires Windows to enable local
users to authenlicate as themselves rather than as Guest.

3. Configure System-Wide DCOM settings

OPC specifications that precede OPC Unified Architecture (OPC UA) depend
on Microsoft's DCOM for the data transportation. Consequently, you must
configure DCOM settings properly. It is possible to configure the default
system-wide DCOM settings, as well for a specific OPC server.

The system-wide changes affect all Windows applications that use DCOM,
including OPC application. In addition, since OPC Client applications do not
have their own DCOM settings, they are affected by changes to the default
DCOM configuration. To make the necessary changes, follow the steps below:

a. Click on the Windows Start button, and select the Run menu option (refer to
Image 4).
b. In the Run dialog box, type "DCOMCNFG"

to initiate the DCOM configuration process, = il
and click the OK button. The Component S met ecturce nt dndis wcpaniFo s
Services window will appear (refer to Image gxm Z
5).

c. Once in the Component Services window Lo [{ coo [{ e |

(which is initiated by DCOMCNFG as above), Image 4: Use DEOMCNFG to modify

] o DCOM settings on the computer,
navigate inside the Console Root folder to the
Component Services folder, then to the Computers folder. Finally, you will see
the My Computer tree control inside the Computers folder.
d. Right-click on My Computer. Note that this is not the “My Computer” icon on
your desktop; rather it is the “My Computer” tree control in the Console



Services application.
e. Select the Properties option.

+ Compomnt Services

et fropeety et fon Ches sura ik bt

Image 5: Right-click on the My Computer tree control to access
the computer's default DCOM settings

3.1 Default Properties

In the Default Properties tab, ensure that three specific options are set as
follows (refer to Image 6):

a. Check the “Enable Distributed COM on this computer” menu option. Note
that you will have to reboot the computer if you make changes to this checkbox.
b. Set the “Default Authentication Level” to Connect. It is possible to use other
settings in the list, but the “Connect” option is the minimum level of security
that you should consider.

c. Set the “Default Impersonation Level” to Identify.Default Protocols

In the Default Protocols tab (refer to Image 7), set the DCOM protocols to
“Connection- Oriented TCP/IP”. OPC communication only requires
“Connection-Oriented TCP/IP”, so it is possible to delete the rest of DCOM
protocols. However, if these protocols are indeed required for non-OPC
applications, you can leave them there. The only consequence is that timeouts
may take a little longer to reach.
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Image &: The Default Properties tabenables users to turn Image 7: In the Default Profocols tab, set the DCOM

DCOM an or off, as wel as set the Authenticat.on
and Imparsonation configuration.

3.2 COM Security

Protocols to "Connection-Oriented TCR/IP™,

Windows uses the COM Security tab (refer to Image 8) to set the system-wide
Access Control List (ACL) for all objects. The ACLs are included for
Launch/Activation (ability to start an application), and Access (ability to

exchange data with an application). Note
that on some systems, the “Edit Limits”
buttons are not available.

To add the right permissions, follow the
steps below:

a. In the Access Permissions group, click
the “Edit Default...” button (refer to Image
9). Add “Everyone” to the list of “Group or
user names”. Click the OK button.

b. In the Access Permissions group, click
the “Edit Limits...” button (refer to Image
9). Add “Anonymous Logon” (required for
OPCEnum) and “Everyone” to the list of
“Group or user names”. Click the OK
button.

#y Compuler Properibes

(el Ditions [ ]
Dot Frohacod MEDTC D0k Security

Bever Poririon

e i el wobi i Sl lnull BCCAEE BS BEEECEIT. Wi By
by el s cn it en el ther (v (e en

Edim. | Ek Dicfauk. |

Lavanch: and Actvstion Pamisions
“Wieus o el wobs it alkween] By chel il e Loy il i 0
acireabe obpscls, Wi iy olsn 308 bveki on apikcalans thal
AREITRYS A 4 DEITRE TN

Elpmin | Edt[efmk. |

[ [ o ] o |

Image 8: Use the COM Security tab
to set the default Access Control
Lists (ACLs).




c. In the Launch and Activation Permissions group, click the “Edit Default...”

button (refer to Image 9). Add “Everyone” to the list of “Group or user names”.
Click the OK button.

d. In the Launch and Activation Permissions group, click the “Edit Limits...”

button (refer to Image 9). Add “Everyone” to the list of “Group or user names”.
Click the OK button.
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Image 9: Add Everyone and Anonymous Logon to the Launch and Access
Permissions. Once communication is working properly, remember to return
to this setup to ensure you comply with corporate security palicies.

4. Configure Server Specific DCOM settings

Once the system-wide DCOM settings are properly configured, turn attention
to the serverspecific DCOM settings. These settings will eventually be different



for every OPC Server. To change these settings, begin by:

a. Click on the Windows Start button, and select the Run menu option (refer to
Image 4).
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Image 10: Server-specific DCOM seftings are
located in the DCOM Config folder.

b. In the Run dialog box, type "DCOMCNFG" to initiate the DCOM
configuration process, and click the OK button. The Component Services
window will appear (refer to Image 10).
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Image 11: The settings in the first four tabs (General, Location, Security,
and Endpoints) should remain at their default settings as shown above,



c. Once in the Component Services window (which is initiated by DCOMCNFG
as above), navigate inside the Console Root folder to the Component Services
folder, then to the Computers folder, expand My Computer, finally click on the
DCOM Config folder.

d. In the list of objects in the right window pane, find the OPC Server to
configure and right-click on it. Select the Properties option.

In the OPC-Server specific settings, only the Identity tab needs to change from
the default settings. The rest of the tabs (refer to Image 11) can refer to the
default configuration that was set in section 3 (Configure System-Wide DCOM
settings).

You must pay special attention to the Identity tab. The Identity tab will look like
one of the two screen captions in Image 12 below. The 4 (four) Identity options
are:

« Theinteractive user: The OPC Server will assume the identity of the
Interactive User. This is the person who is currently logged on and
using the computer on which the OPC Server resides. Note that
someone must be logged on. If no one is logged on to the computer, the
OPC Server will fail to launch. In addition, if someone is currently
logged on, the OPC Server will shutdown as soon as the person logs off.
Last, in the case of a reboot, the OPC Server will not launch until
someone logs on. Consequently, this is typically a poor setting for OPC
Servers. OPCTI does not recommend that you use this setting unless
the OPC Server vendor specifies this setting explicitly.

« The launching user: The OPC Server will take the identity of the User
Account that launched it. With this setting, the Operating System will
attempt to initiate a new instance for every Launching User. There are
three general problems with this setting. The first problem is that some
OPC Servers will only allow a single instance to execute. Consequently,
the second Launching User will be unable to make the connection
because an instance of the OPC Server is already running on the
computer. The second problem occurs when the OPC Server vendor
allows more than one instance of the OPC Server to execute
concurrently. In this case, the computer on which the OPC Server
resides will have multiple copies of the OPC Server executing
concurrently, which will consume a significant portion of the computer



resources and might have an adverse affect on the computer’s
performance. In addition, some system resources might be unavailable
to any instances of the OPC Server that follow the first. For example,
the first Launching User will be able to connect to a serial port, while
every other Launching User will simply receive Bad Quality data. OPCTI
does not recommend that you use this setting unless the OPC Server
vendor specifies this setting explicitly. Last, the Launching User must
have Administrative rights on the OPC Server computer. They can not
be configured as a “Limited” user.

This user: The OPC Server will take the identity of a specific User
Account. This setting might be required when the OPC Server is tightly
coupled with the underlying data source. In this case, the OPC Server
must assume a specific Identity to exchange data with the data source.
However, since the OPC Server uses a specific User Account, it is
possible that the computer running the OPC Client does not recognize
the OPC Server’s User Account. In this case, all callbacks will fail and
all OPC data Subscriptions (asynchronous data updates) will fail. If this
is indeed the case, you will have to add the OPC Server account on the
computer running the OPC Client application. Various DCS vendors
require this setting for their OPC Server. OPCTI does not recommend
that you use this setting unless the OPC Server vendor specifies this
setting explicitly.

The system account (services only): The OPC Server will take the
identity of the Operating System (or System for short). This is typically
the desired setting for the OPC Server as the System Account is
recognized by all computers on the Workgroup or Domain. In addition,
no one needs to be logged on the computer, so the OPC Server can
execute in an unattended environment. OPCTI recommends
configuring the ldentity of the OPC Server with this setting, unless the
OPC Server vendor specifies a different setting explicitly. Note that
Windows disables this option if the OPC Server is not setup to execute
as a Windows Service. If this is the case, simply configure the OPC
Server to execute as a service before configuring this setting.
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Image 12: Use the Identity Tab to set the OPC Server's identity. Typically, OPC Server
Identity should be set to "The system account (services only)".

5. Restore Windows Security

Once you establish the OPC Client/Server communication, it is important to
secure the computers again. This includes (but is not limited to):

a. Turn on the Windows Firewall again. This will block all unauthorized network
traffic. You will also need to provide exceptions on two main levels:

« Application level: specify which applications are able to respond to
unsolicited requests.

« Port-and-protocol level: specify that the firewall should allow or deny
traffic on a specific port for either TCP or UDP traffic.

b. Modify the Access Control Lists (ACLs) to allow and deny the required User
Accounts. This can be accomplished either through the system-wide settings
of DCOMCNEFG, or in the server-specific settings. Remember that OPCEnum
requires the “Anonymous Logon” access. You may wish to remove this access.
The consequence of this action will simply be that OPC Users will be unable to
browse for OPC Servers on the specific computer where Anonymous Logon
access is not available. However, users will indeed be able to properly connect
to and exchange data with the OPC Server.

We encourage you to complete your DCOM setup with this step. Integrators



frequently establish OPC communication and don’'t spend the necessary time
to secure the computers again. This can lead to catastrophic results if network
security is compromised due to a virus, worm, malicious intent, or simply
unauthorized “experimentation” by well-meaning coworkers. Specific settings
are discussed in a separate whitepaper.

6. Conclusion

OPC is powerful industrial communication standard. However, OPC relies on
having DCOM work properly. Luckily, DCOM problems can usually be
overcome with relatively simple configuration changes as documented in this
whitepaper. To get a deeper understanding of OPC, DCOM, and the diagnosis
of all common problems OPCTI highly recommends that you take time to get
formal OPC training. This will enable you to structure your OPC knowledge to
help you reduce your short and long-term project costs. OPCTI also
encourages you to provide us with feedback. Let us know about new problems
and solutions that you found. We will pass these on to the rest of the OPC
community, to help everyone get connected.









